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= Member-masking

or each specialized member variable of{
If there is a setter function // Java Bean
Invoke method setX(random or undefined value);
else mask its value by X := random or undefined value;

= Partial encrvyption

or each specialized member variable X do {
encrypt value of X by
X = encrypt value of X using key K;
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studentld: int

getStudentld()
setStudentld(sid: int)
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= A web service is privacy-safe
If it satisfies
» Leak-Source Property: the party
IS hot a source for any
iInformation leak
» Leak-Exploitation Property: the
party and its execution

environment do not exploit any
iInformation leak.

= Local Leak-Source Property

» Development Guideline: Strong
type matching.

= |_eak-Exploitation Property
» Certification of Web Services
> Versioning of Web Services
» Static Program Analysis
» Type Deception Tracking

= Cost of Information Leaks (KLIC)

» Nailve: KLIC ;=(23_ 1 <k<mij SI1Z€(O'\i)—2_ 1<k=mij SIZ€(O)) 2 1<k<miSiZze€(Oy;)

Virtual Machine

Execution Env.
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