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An XML-based policy engineering framework designed for specification and 
enforcement of federated access management policies in open systems.

Two profiles of the framework have been designed to integrate it with complementary 
protocols for federated identity and policy-based management in Web-based services, 
namely SAML and WS-Policy.

Comparison to state of the art
Current approach
• Identity-based authentication
• Weak authorization mechanisms
• Lack of integrated authentication                              
and authorization support

New approach
• Attribute-based authentication
• More expressive authorizations
• Integrated approach to authentication and authorization 
using standards-based specification

The X-Federate prototype system architecture
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The design methodology
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X-GTRBAC Policy Specification Language
An XML-based language that builds on an advanced form of the NIST Role Based Access 
Control (RBAC) standard. It allows specification of temporal and non-temporal constraints on 
various RBAC operations through an elaborate constraint specification formalism. It has been 
applied in various environments, such as Web services and multi-domain enterprises.


