
Adaptive Intrusion Response using Attack
Graphs in an E-commerce Environment
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Motivation
• E-commerce characterized by distributed systems with 

complex interacting services

• E-commerce systems are prime candidates for intrusions 
due to huge financial stakes

• Only rudimentary response mechanisms available  within 
present anti-virus products and intrusion detection systems

• Absence of comprehensive  automated intrusion response 
systems
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Partial View of Intrusion Graph (I-GRAPH)
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Determining how likely a node is compromised
• The Compromised Confidence Index (CCI) of a node in the 

I-GRAPH is the measure of the likelihood that an attacker 
has reached that node
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where CCIi corresponds to the CCI of the ith child and t N is a per node threshold

Picking Resposes

• After determining a set of likely-compromised nodes, the 
response decision module will search the response 
repository for the responses whose opcodes and operands 
are applicable to the intrusions on these compromised 
nodes. 
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Experimental Results
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Feedback Mechanism
• After responses are deployed, we can judge whether the 

deployed responses are effective or not by checking if 
intrusions are still propagating (higher level nodes in the I-
GRAPH keep getting flagged). ADEPTS will then adjust the 
EI values of the responses so that effective responses will 
be more preferable in a future run. 

Survivability Metric
• We define a set of transactions (ex: browsing the webstore

and buying products) and a set of security goals (ex: 
confidentiality of customer’s information). We use the 
survivability metric in the experiment to demonstrate the 
benefit of adopting ADEPTS in terms of maintaining the 
survivability of the underlying E-Commerce system.

Survivability 1000 unavailable transactions failed security goals= - -� �
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