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B a c k T r a c k i n g  I n t r u s i o n s

• H o w  d i d  t h e  a t t a c k  h a p p e n ?

– What was the exploited vulnerability?

– Was it the only vulnerability that was exploited?

• W ho  w a s  t h e  a t t a c k e r ?

– Insider Vs Outsider

A n s w e r a b l e  w i t h  ac c e p t a b le  a c c ur a c y

F o r w a r d  T r a c k i n g  I n t r u s i o n s

• W h a t  d i d  t h e  a t t a c k e r  d o?

– What files did the attacker modify?

– Were any Backdoors left behind?

– Was any sensitive information transmitted?

– Was this system used as a stepping stone in another attack?

T i m e l y  a n d  p r e c i s e  a n s w e r  n o t  a v a i l a b le

S t a t e  o f  t h e  a r t  -  W o e s

• M a n u a l  a n a l y s i s  f o r  t h e  m o s t  p a r t

– Arduous and time consuming

• E f f e c t i v e  v i s u a l i z a t i o n  n o t  a v a i l a b l e

• N o  s p a t i o - t e m p o r a l  e v e n t  c o r r e l a t i o n

– False positives

– False negatives

W h o d u n n i t ?

• K e y  I d e a  –  C a p t u r e  a l l  t h e  d e p e n d e n c i e s

• B u i l d  a  D e p e n d e n c y  g r a p h

– Summary of the system events and the inter-dependence of events

– Nodes are system objects

– System calls create dependency edges

– Anwering queries equivalent to computing dynamic slices

• E n a b l i n g  t e c h n o l o g y :  V i r t u a l  M a c h i n e  b a s e d  r e p l a y

W h o d u n n i t ?  -  I s s u e s

• C o m p e t i n g  g o a l s :

– Space and Time overhead

– Precision of the answers

• N o  “ o n e - s i z e - f i t s - a l l ”

– The nature of the queries dictates the parameters
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