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s \VULNERABILITIES IN
* WINCE (rcr/ipP)
e ACTIVESYNC (3 NOT SHOWN)
e 802.11 WIRELESS
STANDARD AND
IMPLEMENTATIONS



TCP/IP
*INITIAL SEQUENCE

NUMBER
VULNERABILITIES

e RANDOM PACKETS
e POCKETPC CRASH
* FROM LINUX
*NOT OPENBSD!

e DIFFERENT RANDOM
NUMBER GENERATOR
MEANS DIFFERENT
PACKET SPACE
COVERAGE

e MULTIPORT SYN FLOOD
e QUAKING SCREEN DOS



802.11 NETWORKS

e LISTEN TO BEACONS
s ASSOCIATE

e AUTHENTICATE

e EXCHANGE DATA

e “CLOSED” NETWORKS

e NO BEACON BROADCAST
e SSID IS “SECRET”
e BUT...
e CAN BE SNIFFED FROM
ASSOCIATION REQUEST FRAMES

e MAC ADDRESS LIST

e UNIQUE
e LINKED TO HARDWARE
e BUT...
e CAN BE OVERWRITTEN
e MOST DRIVERS RESTRICTIT TO
LOCAL ETHERNET ADDRESSES



AUTHENTICATION

* TRIVIAL TO DEFEAT

e ATELLS B “I|l WANT TO
ASSOCIATE”

e B TELLS A: ENCRYPT THIS

e A CHOOSES PAD FOR
ENCRYPTION

e A SENDS TO B ENCRYPTED TEXT

e EVE XORS PLAIN TEXT AND
ENCRYPTED TEXT AND GETS
THE PAD

e EVE CHOOSES THE SAME PAD
AND GETS AUTHENTICATED

¢ ISO/IEC8802-11:1999(E)

SECTION 8.2.1:

«“The IEEE 802.11 standards committee
specifically recommends against running an
IEEE 802.11 LAN with privacy (WEP) but
without authentication. (Doing so...) leaves
the system open to significant security
threats.”
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Overview

Motivation
Introduction to the WEP algorithm
Analysis of WEP Security Mechanism

Attacks on WEP

— Passive
— Active

e Demo
e Conclusion
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Motivations For Research

e 802.11b networks becoming more common

e Broadcasting information makes it more
vulnerable to attack.
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Introduction to the WEP
Algorithm

 WEP - Wired Equivalent Privacy

 An option in IEEE 802.11(b) standard for
Wireless LAN communication

e Goal of WEP: To replace the physical

security lost in the transition to a wireless
network
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Components of WEP

 RC4 encryption (stream cipher)
¢ Integrity Check (|C), CRC-32 checksum (encrypted)
o |nitialization Vector (1V), 24-bit (cleartext)
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RC4 Overview

o Symmetric key encryption algorithms
o Keystream Is generated from the key

o Plaintext 1Is XORed with keystream

* Vulnerable to known plaintext attack
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What is an IV?

IV -- Initialization Vector

New IV generated for each message
Concatenated with the key

Pad (keystream) then generated from IV + Key
Prevents known plaintext attack

Transmitted In cleartext
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Stream Cipher Mechanism

Alice’s message: Hel lo B ob!

RCA(IV + key): ‘P 48656c6c6F20426F6221
Ciphertext: 2c145d0c27403e63ddf6
RCA(IV + key): P 48656c6c6¥20426F6221

Decoded message: Hell o Bob I
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Enciphering with WEP
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Deciphering with WEP

IV E—» RC4
Key ——

H

Data >

ICV >

SV

— Plaintext

CRC-32
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WEP Encrypted Frame Body

802.11 header (34)

IV (3)

Key (1)

Data (1-1492)

ICV (4)
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802.11 Header Breakdown

Channel # Duration Address 2 Sequence

(reserved)

Data Rate Frame Control

Signal Strength Address 1 Address 3 Address 4
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Overview of WEP Attacks

« Passive attack
— Compromises confidentiality of network
— Semi-passive approach makes this more practical
— Takes some time and space to implement
« Active attack
— Compromises integrity and/or availability of network
— Requires little time or space
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Overview of WEP Attacks

|V flaws make these easier to implement

o All attack software Is user-level code
written by undergraduates in spare time
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« Random IV
— OxAB45F3
— 0x58C24B
— Ox9A02E1
— OXDEA824
— Etc..

4/27/2001

Choice of IV

e Best choice
e 16777216 possible IVs

o At experimental
speeds, It takes about
ten days to achieve
87% decryption rate

e Up to 24GB of space
needed to store full set
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IV Implementation Flaw #1

 Middle byte can only

_ OXABOOF3 be 00,01,02,03

— 0x580248B e Six bits wasted

— OX9A02E1 e 262144 possible IVs
) E:Z?Emm e Takes about four

hours to achieve 87%
decryption

 Below 400MB to store
full set
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IV Implementation Flaw #2

— OXAB4EF3
— OXAB4EF4
— OXAB4EF5
— OXAB4EF6
— Etc..

4/27/2001

e Chosen sequentially

e Guarantees that we
will get full set of pads

» Takes about five days
to achieve 100%
decryption
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Attacks: Passive

e Collect a set of pads

e Can then decrypt any packet for which we
have the pad

* Works equally well for 64-bit or 128-bit
encryption

o “Semi-passive” attack — the attacker sends
chosen plaintext messages
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Passive Pad Collection

3
B e ) e
2 i
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Eve Known plaintext 1

5

Ciphertext
iphertex I 6 .
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“Semi-passive” Pad Collection

A

Ciphertext
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Eve

Chosen plaintext

LAN/WAN

oD
%

3
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Packet Decoding

1
Ciphertext 2
v
Eve
3 v
SPh Pads
Plaintext <
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Attacks: Passive

» Pad collection requires traffic across the network.
* Need to intercept over 24GB of data for full attack
« |If IV generation is flawed, this becomes even easier

o Can mount a less complete attack
— 20 bytes are sufficient to attack telnet, rlogin, FTP authentication
— <400 MB to store full set of 20-byte pads
— With Cisco IV flaw, this attack requires only 15MB

» (Can spread the attack over time to inhibit detection
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Attacks: Active

 First collect one or more pads.
e 802.11(b) spec does not prevent reuse of IV

» Can then send encrypted packets onto the network
using only one 1\VV/pad combination.

e Does not require sending large amounts of traffic
or storage space

e Requires driver-level code changes to implement
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Send Pads Onto Closed Network

Ciphertext

Pads
Plaintext
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Testbed Detalls

e CIsco base station

 |pag with Lucent WaveLLAN Gold card
(Bob)

e OpenBSD system with Aironet card
(Alice/Eve)

 Libpcap, Libnet
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Demo of Semi-Passive Attack on
WEP
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Conclusion

o Size of IV space too small
— Current IV space Is vulnerable to casual attack

— Time to attack and space to store pads are within the
range of casual attacker

— If IV were four bytes, would require 6TB to store a full
set of pads

— Would require over seven years to collect 87% of pads

— Time and space would be too large for casual attack
with current hardware
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Conclusion

* No key management protocol

— Keys must be changed manually at access point
and each client

— Key Interface Is non-standard

— If keys are not changed regularly, an attacker
only needs to collect pads once

— This also allows the attacker to spread out the
collection attack to make it less noticeable
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Conclusion

* None of these methods would defeat the
active attack because It only requires one
pad.

A casual attacker can currently compromise

a WEP-protected 802.11(b) network with a
minimal amount of resources.
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