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M
o
tiv
a
tio
n

T
h
e
ob
jective
o
f
th
is
research
is
to
see
w
h
eth
er
sign
atu
res
for

n
etw
ork
an
om
alies
ca
n
b
e
fou
n
d
in
tra�
c
m
easu
rem
en
ts.
O
u
r
goal

is
to
b
e
ab
le
d
evelop
n
etw
ork
m
on
itorin
g
algorith
m
s
b
ased
on
lo
cal

tra
�
c
m
easu
rem
en
ts
in
ord
er
to
take
p
reven
tive
m
easu
res
a
s
so
on

a
s
p
o
ssib
le.
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P
ro
b
le
m

T
ra
�
c
an
om
alies
arise
d
u
e
to
m
an
y
cau
ses:

1
.
C
on
certed
attack
s
on
a
p
articu
lar
lo
cation
or
even
a
su
b
n
et:

secu
rity

2
.
F
a
ilu
re
of
n
etw
ork
elem
en
ts:
rou
ters
etc.
w
h
ich
can
in
volve

rero
u
tin
g

3
.
O
ccu
rren
ce
o
f
a
"h
otsp
ot".

4
.
P
resen
ce
of
large
u
sers
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E
�
e
c
ts
o
f
su
d
d
e
n
ch
a
n
g
e
s

N
etw
ork
con
gestion
:
A
�
ects
laten
cy,
cau
ses
th
rou
gh
p
u
t
to
b
e

d
ra
stically
red
u
ced
.
T
h
is
can
h
ave
a
m
u
ltip
licative
e�
ect
m
ak
in
g

so
m
e
p
arts
of
th
e
n
etw
ork
in
accessib
le
an
d
rou
ters
to
b
e
overload
ed
.

T
h
is
is
p
articu
larly
im
p
ortan
t
b
ecau
se
T
C
P
w
ork
s
b
a
sed
on
p
ack
et

lo
ss
an
d
th
u
s
th
e
rate
is
red
u
ced
.
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Issu
e
s

1.
D
etect
as
so
on
as
p
ossib
le
to
tak
e
p
reven
tive
action

2.
N
etw
ork
an
om
aly
can
often
b
e
on
ly
p
erceived
th
rou
gh

secon
d
ary
e�
ects
(lo
cal
in
form
ation
)

3.
N
eed
to
d
i�
eren
tiate
b
etw
een
an
om
aly
an
d
"n
orm
al"
statistical

variation
:
R
ed
u
ce
false
alarm
s

4.
D
ev
ise
algorith
m
s
w
h
ich
d
o
n
ot
n
eed
glob
al
n
etw
ork

in
form
ation
an
d
can
b
e
easily
d
istrib
u
ted
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Illu
stra
tiv
e
e
x
a
m
p
le

C
o
n
sid
er
tra�
c
p
assin
g
th
rou
gh
a
rou
ter
w
h
ich
is
a
sso
ciated
w
ith
a

p
a
rticu
lar
p
art
of
th
e
n
etw
ork
.
N
orm
al
tra�
c
o
n
th
e
avera
ge
is
�
1

b
its
p
er
sec.

A
t
som
e
ran
d
om
tim
e
th
e
rate
ch
an
ges
to
�
2
p
er
sec.

H
ow
can
w
e
d
etect
th
is
b
ased
on
m
easu
rem
en
ts?

N
a
iv
e
ap
p
roach
:
T
ake
em
p
irical
averages
over
certain
in
terva
ls.

H
ow
lon
g
sh
ou
ld
th
ey
b
e?

C
a
n
w
e
gu
aran
tee
th
at
w
e
w
ill
n
ot
ex
ceed
a
certain
p
rob
ab
ility
of

fa
lse
alarm
?
T
h
is
is
to
d
i�
eren
tiate
b
etw
een
n
o
rm
a
l


u
ctu
ation
s

a
n
d
a
gen
u
in
e
ch
an
ge.

T
h
e
k
ey
is
th
at
w
e
m
u
st
h
ave
a
statistical
m
o
d
el
fo
r
th
e
tra�
c

o
th
erw
ise
w
e
can
n
ot
ad
d
ress
th
e
false
alarm
issu
e
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T
h
e
n
aive
ap
p
roach
n
eed
s
to
o
lon
g
a
w
in
d
ow
to
a
ch
ieve
a
given

fa
lse
alarm
.

H
ow
ever
th
ere
is
a
v
ery
n
ice
fram
ew
ork
availab
le
w
h
ich
can
give

a
lg
o
rith
m
s
w
h
ich
can
d
etect
ch
an
ges
in
th
e
m
in
im
a
l
p
ossib
le
tim
e

(o
n
average)

T
h
e
th
eory
is
called
O
p
tim
al
S
top
p
in
g
T
h
eory
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P
ro
b
le
m

fo
rm
u
la
tio
n

C
o
n
sid
er
a
ran
d
om
p
ro
cess
f
X
k g.
S
u
p
p
ose
th
at
b
efo
re
a
ran
d
o
m

tim
e
�
th
e
p
rob
ab
ility
d
istrib
u
tion
of
X
k

is
given
b
y
P
1
;k

a
n
d
after

�
th
e
d
istrib
u
tion
of
X
k

is
given
b
y
P
2
;k

i.e.:

P
k
=
P
1
;k 1
(k
<
�
)
+
P
2
;k 1
(k
�
�
)

W
e
o
b
serve
a
h
istory
F
k .
T
h
is
h
istory
gives
th
e
d
esired

p
ro
b
ab
ilistic
in
form
ation
ab
ou
t
X
k .

P
ro
b
lem
:
b
ased
on
ob
serv
in
g
F
k ,
d
eterm
in
e
w
h
eth
er
�
h
as
o
ccu
rred

o
r
n
ot
w
ith
th
e
m
in
im
al
p
o
ssib
le
d
elay
su
b
ject
to
th
e
p
rob
ab
ility
of

fa
lse
alarm
b
ein
g
�
�
,
for
�
<
<
1.9



P
ro
b
le
m

fo
rm
u
la
tio
n
(c
o
n
td
)

S
ta
ted
in
m
ath
em
atical
term
s
th
e
p
rob
lem
is:

F
in
d
a
d
ecision
ru
le
�
�

(called
an
op
tim
al
stop
p
in
g
ru
le)
su
ch
th
at:

�
�

=

a
r
g
m
in
E
[(�
�
�
)
+
]

s
u
bj
e
ct
to

P
(�
<
�)
�
�

T
h
e
term
E
[(�
�
�
)
+
]
is
called
th
e
d
etection
d
elay
.

P
(�
<
�
)
is
th
e
p
rob
ab
ility
of
false
alarm

1
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M
a
in
re
su
lt

L
et
�
n

=
P
(�
�
n
jF
n
)
b
e
th
e
ap
osteriori
p
rob
ab
ility
of
th
e
ran
d
om

tim
e
�
o
ccu
rrin
g
b
efore
n
.

T
h
eo
rem
:

If
�
n

is
a
tran
sitive
statistic
w
.r.t.
F
n

i.e.
�
n

=
f
n
(�
n
�
1 ;T
n
)
w
h
ere

F
n

=
�
f
T
m
;m

�
n
g
th
en
th
ere
ex
ists
a
con
stan
t
A
(�
)
su
ch
th
at

th
e
stop
p
in
g
tim
e:

�
�
=
in
ff
n
:
�
n

�
A
(�
)g

is
o
p
tim
al
in
th
e
class
of
stop
p
in
g
tim
es
�
s.t.
P
(�
<
�)
�
�
)

It
can
b
e
sh
ow
n
th
at
A
(�
)
�
1
�
�
.

1
1



A
p
p
lic
a
tio
n
to
tra
�
c
m
o
d
e
ls

A
g
o
o
d
tra�
c
m
o
d
el
is
th
e
follow
in
g:
C
on
sid
er
N

h
etero
gen
eou
s,

in
d
ep
en
d
en
t
sou
rces,each
of
w
h
ich
is
on
-o�
.
W
h
en
th
e
ith
sou
rce
is

O
N
it
tran
sm
its
a
t
rate
h
i (n
),

T
h
e
N

sou
rces
en
ter
th
e
b
u
�
er
of
a
rou
ter.
L
et
at
an
y
d
iscrete
tim
e

n
,
X
n

b
e
th
e
ran
d
om
variab
le
d
en
otin
g
th
e
aggrega
te
n
u
m
b
er
of

p
a
ck
ets
en
terin
g
th
e
n
o
d
e.

A
t
tim
e
n
,
let
S
in

b
e
th
e
state
of
th
e
sou
rce.
S
in

=
1(0)
if
th
e
sou
rce

is
o
n
(o�
)
resp
ectiv
ely.
T
h
en
w
e
can
w
rite

X
n

=

N
Xi=

1
h
i (n
)S
in

a
n
d

h
i (n
)
=
h
1 (n
)1
(n
<
�
)
+
h
2 (n
)1
(n
�
�
)

1
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If
X
n

is
a
so-called
M
arkov
m
o
d
u
lated


u
id
an
d
an
ap
riori

g
eo
m
etric
d
istrib
u
tion
w
ith
p
aram
eter
p
is
given
for
�,
th
en
it
can

b
e
sh
ow
n
th
at:

�
�
;x

n
+
1

=

�
�
;
x

n

P
1
(
X

n
+
1
j
X

n
)
+
(
1
�
�
�
;
x

n

)
p
P
0
(
X

n
+
1
j
X

n
)

�
�
;
x

n

P
1
(
X

n
+
1
j
X

n
)
+
(
1
�
�
�n
)
p
P
0
(
X

n
+
1
j
X

n
)
+
(
1
�
�
�
;
x

n

)
(
1
�
p
)
P
0
(
X

n
+
1
j
X

n
)

o
r
�
n

is
a
tran
sitive
statistic
w
ith
resp
ect
to
F
n

=
�
f
X
m
;m
�
n
g

W
h
a
t
th
is
resu
lt
say
s
is
th
at
it
is
p
ossib
le
to
d
etect
ch
an
ges

o
p
tim
ally
if
w
e
m
easu
re
total
rates1
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C
o
n
c
lu
d
in
g
re
m
a
rk
s
a
n
d
fu
tu
re
w
o
rk

�
A
fram
ew
ork
for
d
evelop
in
g
d
etection
ru
les
h
as
b
een
given

�
F
u
rth
er
w
ork
w
ill
in
v
olve
sen
sitiv
ity
to
p
riors
(th
is
is
n
ot
an

issu
e
if
algorith
m
is
re
started
after
a
w
in
d
ow
of
len
gth
N
).

W
h
at
is
th
e
ap
p
rop
riate
size
of
N
?

�
W
h
at
if
th
e
n
ew
p
aram
eters
are
u
n
k
n
ow
n
:
a
p
p
roach
v
ia
rob
u
st

statistics
w
ill
b
e
stu
d
ied

�
O
th
er
in
form
ation


ow
s
w
ill
b
e
stu
d
ied
in
clu
d
in
g
d
elay

in
form
ation

�
D
ecen
tralized
d
etection
:
m
u
ltip
le
d
istrib
u
ted
sen
so
rs.

T
h
ese
algorith
m
s
w
ill
alw
ay
s
b
eat
algorith
m
s
b
ased
o
n
em
p
irical

m
ea
n
s
even
th
ou
gh
w
e
can
get
p
riors
w
ron
g.
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