Much (binary) software

code possessed by end-users has been
analyzed and tampered with.

Example: Bypass software registration

call registration nop; ...; nop

if (status == OK) it (K
jmp mai n_nodul e - j mp mai n_nodul e
el se el se

exit exit




 Program becomes unusable

* Program worksasif not tampered with
e Error reporting
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Wy aitacking auardsINOF easy:

* No single points of attack

e Guards can execute only occasionally

» Guardscan act stealthily

* Protection topology can vary across
different copies of same software




Our softwer e tarnger or gofingy or ooty ge

* Installs guardsinto Windows binary
programsin an automated manner

» Ableto deploys different guarding
schemes

e Script-driven tamper proofing

» Currently workswith VC++6.0
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