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Policy Framework for Interpreting Risk in eCommerce Security

1 Introduction

As organizations rush to build and support eCommerce applications
there is an increasing realization that information and financial assets are
becoming more vulnerable to attack. Media hyped reports of the
“BubbleBoy” virus and frequent network failure of eCommerce sites like
e*Trade may serve to alarm the public, but the threats are real and the
potential risks catastrophic. One industry survey discovered that
“organizations engaged in Web commerce, electronic supply chains, and
enterprise resource planning experience three times the incidents of
information loss and theft of trade secrets than everybody else.” [9]

Over 74% of senior executives responding to another recent industry
survey believe their information security risks have increased over the
last two years [10]. Other findings revealed that 82% of respondents
appreciate the importance of information security and 75% indicate that
their eCommerce efforts would expand if the risks inherent in the
medium were reduced.

The financial risks are alarming [19]:

In 1999 $7.6 billion was lost in business productivity by Melissa, the
Worm and other viruses

e International bank allows $12 million in unauthorized wire transfers
due to insufficient EFT security

e Six million online consumers have been victims of credit card-related
fraud or unauthorized use on the Web.

e The rate at which computer crackers are breaching corporate
networks has nearly doubled in the last year, according to the 745
companies polled

Everyone knows that security is vital to eCommerce success. What they
often don’t know is that security is more than erecting physical and
electronic barriers. The strongest encryption and most robust firewall
are practically worthless without a security policy that articulates how
these tools are to be used.

This paper provides a framework for managing information security
policy for eCommerce applications. A security policy concern risks. It is
high-level and technology neutral. Its purpose is to set directions and
procedures, and to define penalties and countermeasures for
noncompliance.

The Policy Framework for Interpreting Risk in eCommerce Security
(PFIRES - pronounced “fires”) addresses the need to unify security
policies in a manner consistent with organizational eCommerce
objectives. PFIRES also facilitates coordination and communication
between senior executives, technology managers, and staff. This
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framework takes a life cycle approach to reflect the frenetic real world of
eCommerce where the furious pace of technological change presents
both numerous business opportunities and increased risks. Although it
appears there is no fail-safe way to guarantee security, there are
measures —- as described in PFIRES -- that can be taken to reduce and
manage risk.

Most organizations today operate like Nile.com, a fictitious online
company that we will use to illustrate the PFIRES life cycle. Nile.com is a
two-year-old Internet company that has trailblazed the market for online
sales of cosmetics and toiletries. With some predicting that this market
will total $50 billion by 2002, the vice president of marketing has
determined that online auctions is the next big thing and has
spearheaded a strategic makeover. Just in time for the holidays,
Nile.com has revamped its web site and business model to include e-
auctions, and this new direction appears to be gaining momentum.

Like most corporations, Nile.com has a set of information security
policies, which are broadly defined to include any and all activities that
are specifically intended to protect organizational information and
information systems from loss, damage or unauthorized access [41]. It
also protects against non-malicious losses such as accidents and
mistakes.

Nile.com has information security policies to manage exposure to risk
including the threat of unauthorized access and damage to sensitive
corporate data. Unauthorized access can come from many sources,
including hackers, competitors, or terrorist organizations. Damage may
be incurred by viruses and worms, natural disaster or disgruntled
current and former employees.

Nile.com is on the right path in terms of its security policy. The
company has assessed the potential impact of risks such as those
highlighted above in financial terms and has allocated resources
(personnel, time, technology) to create and maintain policies to prevent
losses from the identified potential risks. For example, its password
policy regulates the proper format and change frequency and its
intrusion detection policy dictates how network breaches are handled.

However, Nile.com’s policy implementation suffers from the same
problems as many organizations. Its intrusion detection policy was set
in response to a hacking attempt by a rival eBusiness, an event that
illuminated a weakness in its information security infrastructure. Its
privacy policy, which was adequate in the days of e-tail, is no longer
aligned with corporate strategic objectives of e-auctioning. Furthermore,
its extranet policy has not been updated to reflect changes in the business
environment, including increased competition and technological
advances. Finally, its password policy is ineffective due to a lack of
consistent enforcement and education among users.

The best approach to managing Nile.com’s and any organization’s
eCommerce information security risk is the application of a formal and
comprehensive policy framework like PFIRES.
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Policy Framework for Interpreting Risk in eCommerce Security

1.1 Audience

This research effort is targeted toward two audiences. The first is the
executive level -- either the Chief Information Officer (CIO) or
Information Technology (IT) department -- the individual or department
charged with steering information technology strategy. PFIRES will help
guide top executives through the difficult stages that must be addressed
during the life cycle of a security policy.

The second target audience is comprised of information and security
professionals - the real people who carry out executive directives. For
this group PFIRES is a practical guide through the policy
implementation.

1.2 Scope and Assumptions

1.2.1 Scope

The PFIRES model offers an excellent starting point for understanding
security policy’s impact on an organization, and is intended to guide
organizations in developing, implementing, and maintaining security
policy. The scope and limitations of the research presented in this
document are outlined below.

Because of the large and growing number of eCommerce applications
and related security issues, the scope of this paper is necessarily limited.
Specific products, vendors, and implementation and maintenance issues
are intentionally omitted. Industry-specific concerns are highlighted but
not explored. Similarly, international and intellectual property rights,
although significant, are not explored in any detail. Additionally,
specific organizational behavior issues relating to information security in
eCommerce, such as policy non-compliance, are not covered in depth.
For these out-of-scope issues, references to other resources are provided
where possible.

1.2.2 Assumptions

1.3 Purpose

While creating this policy framework these assumptions obtained. We
assume that either securities policies are currently in place or are under
development. We assume that effective management of security policy
is an important priority for top executives. We also assume that a
security team is already in place.

Our purpose is to provide information security professionals and top
management a framework through which useable security strategy and
policy can be created and maintained in line with the standard
information technology life cycle.
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1.4 Paper Organization

The remainder of this paper is organized as follows. Section 2,
Background, presents the current state of affairs in information security
policy for eCommerce, some of the key participants in this research effort
and the context for the framework. In Section 3, the framework itself is
introduced and each step of the life cycle is described in depth. The
paper concludes in Section 4 with remarks about future concerns. The
appendix contains a cost/benefit model to assist presenting the
justification of expenditures on security, a glossary of terms, and a
reference list.

When appropriate we have used an imaginary company, Nile.com, to
illustrate a typical organization’s concerns, problems, and successes with
following PFIRES. The inclusion of a fictitious organization is not meant
to trivialize the issues of policy development; our intent is to
demonstrate the application of PFIRES in a business situation occurring
daily - a company embarking on strategic eCommerce changes.
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2 Background

The basic requirements for eCommerce security include information
confidentiality, authentication, authorization, data integrity, non-
repudiation [2] and availability. Given the dynamic environment of
eCommerce, effectively meeting these requirements is not
straightforward. The challenge is to come up with the most technically
and economically feasible plan for protecting eCommerce activities,
knowing that today’s most secure technology will be vulnerable
tomorrow.

As is the case for most systems problems, the best approach is a
structured one, including analyzing risk and delegating resources to
protect the most valued assets of the organization. Typically, policies are
put into place to manage risk. Literature on how to develop specific
Internet and information security policies may be found in [24], [35] and
[40]. Another framework for developing eCommerce policies uses a
matrix of organizational relationships and technology [27]. The problem
with current approaches is that none address the problem of keeping up
with the increasing rate of change in eCommerce technology and
applications nor do they consider how to keep such policies consistent
and aligned with organizational objectives.

To develop a tool that would aid in the formulation and management of
eCommerce information security policies, other tools in similarly rapidly
changing business arenas were examined. PFIRES was developed
borrowing from both the new product development life cycle [16], [38],
and the systems development life cycle [17].

2.1 Defining Security Policy

Security policies are generally high-level, technology neutral, and
concern risks. Security policies set directions and procedures and define
penalties and countermeasures if the policy is transgressed. Nile.com’s
access control policy, for example, reads “all user identities accessing
internal information resources from the Internet must be authenticated
using a two-factor method”. Security policies must not be confused with
implementation-specific information, which would be part of the
security standards, procedures and guidelines, none of which falls
within the scope of this paper.

Security policies are created by empowered representatives from groups
responsible for:

e Human resources
e Legal and regulatory matters
e Information systems

e Public relations
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e Security

e Lines of business

Some of the most important security policies include:

e User identification and password policy

e Remote access policy

e Extranet policy

e Internet security policy

e Access to data policy

e Administration policy

¢ Incident response policy

e Awareness procedure policy

e  User behavior policy

e Security monitoring and audit policy

e Privacy policy

Security policies must be balanced and provide tradeoffs between:

e Level of security

e User convenience

e Cost

Without an equitable balance between these elements, it is not realistic to
expect that the security policies will be followed. This may mean they
should be modified. At Nile.com, for example, one of the technical
managers is especially enamored of biometrics, and would like to
implement iris scan technology to restrict access to eCommerce servers
on site. Today, high cost and user inconvenience far outweigh the
benefits so smart cards are used instead; however, as costs decrease and

usability improves, her dream of biometric authentication may become a
policy reality.

2.2 International Issues

One significant area of concern for eCommerce is the international
nature of the Internet. Jurisdictional issues, intellectual property rights,
laws regarding particular technologies (for example, encryption), local
custom and local decency standards, and various political and terrorist
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agendas, to name a few, all are cause for concern. But the boundaries of
this paper do not allow an in-depth discussion of these issues. For
additional information we recommend [22], [4], and [25].

2.3 Industry Issues

There are a number of industry-specific challenges when it comes to
security. For example, an entirely online company like Nile.com may
face different threats and risks than those faced by financial services or
manufacturing companies. Instead of focusing these differences, we
examine application-specific issues. For example, on-line transaction
security for credit card processing is critical for several different industry
areas including e-tailers like Nile.com, airlines and other service
providers. Information about various challenges to different industries,
types of organizations and applications can be found in [26] and [32].

2.4 Project Participants

The development of this framework was completed under the direction
of the Center for Education and Research in Information, Assurance and
Security (CERIAS) at Purdue University. Additionally, Andersen
Consulting’s Information Security practice, as well as faculty and
students affiliated with CERIAS, aided the development effort. This
combination of research and practical experience contributes to the
comprehensive nature of PFIRESS.
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