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Information Security Newsletter Series: Broadband vs. Dialup

The Great Debate

The latest innovation in Internet connections is broadband service, better known as high-speed Internet. If you’re still using a dialup service to connect to the Internet, it’s almost a certainty that your children have asked you on more than one occasion to upgrade to broadband services like cable or Digital Subscriber Lines (DSL). Even if you’re happy with your current dialup service, it’s still important to look at just what the differences are between dialup and broadband services and the advantages and disadvantages of each.

The Reliability of Dialup and the Speed of Broadband

Dial-up services connect to the Internet through your phone line and only when you want to be connected. When you call an Internet Service Provider (ISP), you’ll connect only as high as 56,000 bytes per second, better known as 56K. When using a broadband service, you can connect at up to five million bytes per second, or 5Mbps. With a faster connection speed, you are able to download files faster, watch higher quality videos online, and play games online without jumpy screens. 

In most cases each call to a dialup service connects to a pool of modems at the ISP, so your computer is usually assigned a different Internet Protocol (IP) address on each call, making it more difficult for an intruder to take control of your computer. IP addresses are like telephone numbers – when you want to call someone, you have to know their phone number. When a computer on the Internet needs to send data to another computer, it has to know its IP address. 

Broadband services are referred to as "always-on" services because there is no call setup needed to connect to the Internet—the computer is always on the network, ready to send or receive data.

Since the connection is always on, your computer’s IP address will change less frequently, if at all, meaning intruders can more easily find your computer and hack into it to take control of your system or steal your identity. Since your IP address changes all the time when connected to a dialup service, it makes it more difficult for an intruder to find your information, but still not impossible. A firewall and virus protection software would be good ways to help your computer defend itself from attacks, both of which will be covered in future articles.

Summary

If you’re still struggling with deciding whether or not to change to a broadband service, it might be important to think about the bottom line. While dialup ISPs such as America Online and local providers cost only about $20-$30 a month, broadband services can cost upwards of $50 to $60 a month after a trial period. It’s also important to remember just what you’re using the Internet for. If you’re merely sending email and checking stock quotes, broadband service isn’t all that necessary. However, if you’re watching streaming video, playing online games, listening to audio online, or looking at sites high in image content, it might be time to upgrade to broadband service.
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