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ABSTRACT!!!!
The purpose of this study was to perform a OSINT analysis of 
the Netherlands capabilities to protect itself from cyber-attacks.!
A list of all possible and typical Actors were identified as they 
represent different levels of threats to this nation, the table at the 
left explains in detail who those actors are, what their intentions 
might be, the level of expertise they are expected to have, and 
finally the more likely targets that they might attack.!
The Netherlands has a population of close to 18 million people 
with as estimated GDP of 696 billion USD and a per capita of 
41,000 USD, which represents in the world rank, 23rd and 12th 
respectively. It comes as not surprise that its ICT rank is also 
high, occupying 7th place in the word from 2012.

This ICT level reflect the level of technology present in 
society, but it also has become a measure that attracts 
cyber attacks to its government, businesses, and citizens.!
There is a list of attack vectors that specifies the use of 
tools and technologies for cyber-attacks (not included here), but I 
consider more important to list the Targets that correspond 
to the Actors, as shown in the table to the right.!
Another important subject is to list those measures in place 
by the Netherlands to prevent, educate, and defend 
themselves in the cyber domain:!
!
• The National Cyber Security Strategy (ncsc.nl)!
• National Awareness programs for local authorities, 

provinces, water boards, ministries and the organisations 
that carry out work for them.!

• Security technology embracement, like migration to 
DNSsec, IPv6, DKIM (domainkeys identification mail signatures protocol), 
security development lifecycle, DigiD, etcetera.!

• Cyber drills in coordination with EU, NATO, Cyber Storm 
IV,and @tomic 2012.!

• Detection and situational Awareness!
• Response Capabilities building!
• Industry Cyber Reports!
• Cyber operations in the Defense Sector (SCADA systems)!
• Education and Investigation (NCSRA: National Cyber Security Research 

Agenda; the NWO: Dutch organization for Scientific Reseach)!

For more information about this paper, contact Hans Vargas at hvargas@purdue.edu
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