
Due to the popularity and openness of the Android platform, it has been an attractive target for malicious and 

intrusive apps. Android relies on users to understand the permissions that an app is requesting and to base the 

installation decision off of the list of permissions. This reliance on users has been shown to be ineffective because most 

users do not understand or consider the permission information. 

We propose a solution to assign a summary risk score to each app. We then investigate the impact of presenting risk 

information, as well as the most effective way in which to present this information. Our results in three studies show that 

the introduction of risk-score information has significant positive effects in the selection process and can lead to more 

curiosity about security-related information. 
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Study 1: Adding a Risk Metric 
How useful is summary risk information for the app 

selection process? 

• An MTurk study that presents the risk of an app in a 

simulated app selection scenario.  

• Participants select one app out of two.  

• Standard Interface vs. Risk Interface. 

Study 2: Adding a Risk Metric 
Is it better to present a score as positive (safety) or negative 

(risk) information? 

• An in-person lab study to evaluate the effects of framing 

the score with safety or risk information.  

•  Participants make a decision whether to install  an app. 

• Response time measure in a Go/No-go paradigm. 

Conclusion 
These studies validate our hypothesis that when a summary risk score is presented (early) in the selection process, it will 

lead users to select apps with lower risk effectively. We expect that adding such a risk metric would cause positive changes 

in the app ecosystem. 
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Responses in the safety condition were faster than responses in the risk 

condition in both experiments, indicating that that presenting the information in 

terms of “safety" led to faster processing than presenting it in terms of “risk". 

Study 3: Framing in Context 
Does framing it as safety or risk have any impact when 

making decisions in the context of app selection? 

• An MTurk study to evaluate the framing in simulated app 

selection setting.  

• Participants select one app out of two.  

• Safety Interface vs. Risk Interface. 

Results: Both the App selection and questionnaire results showed that 

the safety information worked a little better than the risk information, 

although the difference was not statistically significant. 


