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Motivations and Contributions

Fine-Grained Analysis Algorithms

e A common problem in WSN are packet losses, due to attacks affecting the DETECTION OF THE CAUSE OF PACKET LOSS

nodes or the wireless links connecting the nodes.

e For better efficiency in attack responses, we need a tool to correctly identify jt Reports to the BS that direct neightbor npqq is misbehaving
the attack causes. i
. . . . . . Replies to A the current security state of ny,4 (S, )
 We propose and build a fine-grained analysis (FGA) tool that investigates the Updates S, (if needed) bad
causes of packet losses and reports the most likely cause of these losses. "had |
* FGA uses link and neighborhood profiles (RSSI, LQl, PRR). , F
Sny,,y = functional — n Stop.

* Validated through real-world experiments. i :

Requests 1,4 to send profiling messages for link ny, 4 $>n
Sets timeout T,

 QOur FGA tool can be used in many different application such as forensics and
real-time response systems.
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Experimental Analysis

1. Building Profiles at initial network setup for each link n'> n
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2. Selective Forwarding attack
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3. Low Interference attack
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4. Strong Interference attack
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