
• A common problem in WSN are packet losses, due to attacks affecting the
nodes or the wireless links connecting the nodes.

• For better efficiency in attack responses, we need a tool to correctly identify
the attack causes.

• We propose and build a fine-grained analysis (FGA) tool that investigates the
causes of packet losses and reports the most likely cause of these losses.

• FGA uses link and neighborhood profiles (RSSI, LQI, PRR).

• Validated through real-world experiments.

• Our FGA tool can be used in many different application such as forensics and
real-time response systems.
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(see Profile Comparison algorithm)

𝒏
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Experimental Analysis

1. Building Profiles at initial network setup for each link 𝒏′→ 𝒏
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5. Locating the source of interference

Actual Position Est. Position % Error

(14.0, 10.0) (13.8, 10.1) 0.773%

(14.0, 20.0) (14.0, 19.9) 0.288%

(2.0, 10.0) (2.4, 9.7) 2.153%
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LOCATION OF THE SOURCE OF INTERFERENCE

DETECTION OF THE CAUSE OF PACKET LOSS
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