CERIAS

The Center for Education and Research in Information Assurance and Security

Increasing Network Resiliency by Optimally Assigning
Diverse Variants to Routing Nodes

Andrew Newell, Daniel Obenshain, Tom Tantillo, Cristina Nita-Rotaru, and Yair Amir

MOTIVATION DIVERSITY ASSIGNMENT PRO:
e Exploits target specific vulnerabilities Expected client connectivity A assignment of variants to nodes
_ Overatine svstem € compromise event
b o &5y argmaxA[Z Pe) * f(A,e) C all compromise events
— Administrator €C (lient con nectivity (A, e) 7 client-pairs connected
) +# client-pairs

— Routing code

¢ Homogeneous networks potential to-
tal compromised

L
U2

SOLUTION TECHNIQU:

Iy
0.98 f _
0.96 |

'optir'nal
greedy — = — 1
random - -=- -

e Problem is NP-Hard

0.94 t
0.92 t
09 t .
0.88 | Yoo
— Heuristics prune large amount of search space ogg b ]
10 12 14 16 18 20 22 24

Nodes

e Mixed Integer Programming (optimal)

Expected client connectivity
/
|
|

, . _ — IBM’s CPLEX solver does well in realistic scenarios
e Diverse networks more likely portion T ot

of network survives o Greedy algorithm (approximate) 60| greedy —~—

50 |
40 |
30
20 |
— Achieves nearly optimal solution 10 f

O —_ P — — —_ —_ —_ —

10 12 14 16 18 20 22 24
Nodes
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CASE STUDY
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