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Problem Statement Authorization Requirements

0 Web based scientific applications provide means to share scientific | | 4 Implicit Authorization: An explicitly specified authorization may

data beyond the local computing environment imply authorizations i.e. authorizations can be automatically
[ The organization and sharing of large and heterogeneous data propagated
pose challenges due to their sensitive nature ] Dataset Security: A user having authorization to execute a tool

should not have any authorization to directly modify the dataset
accessed by the tool
J Sandbox Search: A user is allowed to only execute a browsing

There is a need for a robust authorization mechanism
to prevent unauthorized access to scientific data

. For this purpose, we present an access control system for scientific query on the existence of data
app“catigns :l Temporal Constraints: Permissions have a temporal dimension
d We formulate 3 methodo]ogy that incorporates pr|nc|p|e5 from 1 Conflict Resolution: Identlfylng and resolvmg a conflict is essential
security management and software engineering in improving usability of any access control system.
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Authorization Model Implicit Authorization Dataset Security k
Ba.s_'i(‘ Definition An authorization is defined as (s, o, p. s , ¢) where: Agronomy Center & { Extract Tool ] [ Analysis Tool ] o ﬁ
s € S, the set of subjects; o € O, the set of objects; p € P, the Project “
set of permission; s € owner(o) C S: ¢ € C, the set of class of (7 Bdract, exeoute; 5, lool) (5 Analysis, &xecute, 5. ool Mark (Owner)
objects. A function f is defined to determine if an authorization
(s,0,p,s ,c)is True or False; ' Y g
revoke
f:Sx0xP xS xC — (True,False) Water Quality Elemental Analysis s P,ant;rf)wjlizt Growth Dataset Phosphorus Data(sssl:ntzfowm g
, Experiment (WQE) Experiment s, Dataset) s, Dataset) [ Phosphorus ]
Definition 1. A positive authorization is a tuple (s.0,p, s ,c) / (s, WQE, read, s’, Experiment) Dataset
withs € S,0 € O, pe P,s € Sand ¢ € C. A negative /\ /\ |
authorization 1s a tuple (s, o, —p, s .c¢) with s €S,0e0,peP, S
= P ) v job 1 Job2 v Job 3 Job 4
s €SandceC. : : Plant Growth Dataset  Plant Growth Dataset Jan—
Version 1 Version 2 Pete (User)
Definition 2. An authorization base (AB) 1s a set of explicit au- | |
/ v / = ! ! . . .
thorizations (s,0.p,s ,c)withs € S,o0€ O,p € P,s € S and ' ! g g d The authorization to directly access a dataset must NOT be checked when
¢ € C where p positive or negative; that is, v Plant Growth Pliasphons M the dataset is invoked as part of the execution of the tool.
ABCSXOXPxSxC Data Collection  Data Collection d  Most of. the large scientific datasets are versmnegl for long-term
WesrlcFlesv Workflow (PDC)[ Pbs, ~read <, workiow) presc.er.vatlon. From access control per.spe.c’Flve, auth.orlzatlons must be
Definition 3. Function o(s, 0, p, s , c) is defined as specified on a versioned dataset and on individual versions of the dataset.
1S X O X P xS xC — (True False) Sandbox Search % Temporal Constraint Conflict Resolution
ome 00, Depes eaw —— PhospoRis Akl Definition 4. A temporal authorization is a pair (period, auth), ||[5op s d
. [ BN A ) N e . p ) Yes, it exists! - ; ‘ ‘ , o 3 g ’ /9
If (s,0,p,s ,¢c) € AB/, then 2(s; 0, p, s ,c) = True; else; if there Search | Explore ; d:\'/ where period is a time interval [t,, ] witht, € N, t, € NU o0, t, \‘
exists an /('5'1- 01, p1, 51, C1) E/AB such that (s1,01,p1,51,¢1) — Search for Term(s) 4 < tp, and auth = (s, 0. p, s c). <
(Ss 0:D, 8§ ; (.“), ,then ‘I.(.S', o,p,S , C‘) = Trae: else, lf/ there exists an must | Phosphorus Datasef + | | Permission to search denied! §/ .......... D A temporal constraint is associated with each
(81,01, 71, 81, c1) € AB such that (s1, 01, 7p1, 51, €1) = [ The browsing query allows a certain user to search whether certain authorization and refer to as a temporal| pesolution,  Consistency
. (s,0,7p,s ,c), then (s, o0, p,s ,c)=False. data exists but this does not imply the right to see the actual data. authorization. and Redundancy of AB. }
a2 S . N
CRIS Access Control Architecture r )\ O CRIS is a web based application
R I f_-\ I with its primary tenets to provide
CRIS — Computational Research Infrastructure for the Sciences Project, Experiment, i Authorization @ f ™ — \ i v an easy to use, scalable and
Interface (Al [ chec ] { acl_sid - Antifi
/ Global Registry of Community Resources \ Job, Tool, Workflow | (Al \ £ : acl plass collaborative scientific
| | . c o
- - r 1 s frastructure for scientists
Domaln- Datasets Workflows Tools Equipments tamputdtion J ! Authorized Ob'ect \. ] [ J [ —L’P acl entry 1 )
=111~ [~ || et [N (e ) (oom ) (crse) [y | s || St o sclontits,
- i Interface (AOI) i acl_object_identity )
p = ! /: (Web T / : using open source software and
(Web) User Interface / Ul:Senpdices :/ \ i \\Authorization Base (A@/ free Web APIs
3 Inter-Workspace Communication ! | Autdrization Module (AM) i  Since CRIS is Spring-based, we
E (W) e o o o e e e e e e e e : . . !
S Workspace(s)t Workflow(s) 2 2|7 o ol / \ adopt the authorization modules
= i 1e N ( i y \
g iusgtr)nAt(I:’g?SSj i \I,:I;:rfl;izr j g,_ g , Home Project Experiment Workflow Template Vocabulary User Group Permission Storage Computation Node Configuration .prOVIded by Sprlng Securlty as It
o 5| R . Home Job Datasst Project Experiment Objectus Wordlow Template Vocabular is the de-facto standard for
.:: o \ B ) ecommenaer . .
< % , = ‘- K L“ et securing Spring-based
g 8 Datasets ﬁ?\:(:.‘r)f[::e';t ™ S Cap . i 2 7 i chn:lts:ruaapn;ﬁed = D Name 4 Read Create Update Delete Value a p p I i Cat i O n S *
é : K e iExpeﬁment:/ § S ot | JB1LEiR85 Al Sl o ol A1 200 20 1 ﬂhgt inh HH”lLL“;JDiH o o m s d The AM in the architecture
S N Y g3 — Sl Ll T — | provides a CRIS user the ability to
Q t t % o Brtaenles Workflow: Plant Growth Data Collection using Widget (Rev. 1) monroe james e — . .
R = S 8 o T S i store/create authorizations
£ Back End o Description: D Mo » P Cheb, lpithe Rk, o obe through Al and consequently be
] e 5 A N D = Iz S pEAeElE === 10 tyler john :..,/ ; “JH F-Undp:;DEFGH s i s és e Click for Values .
'ﬂgﬂ - - ' = ‘ og == ‘ Bl s_ ’ SRR = 1-100f 10 items 1 —;om NSF Fund 12345678 ﬁo no Ho ;w no Click for Values allowed access to aUthorlzed
Q J K - /J These samples were collected from Purdue Agronomy Farm on January 10, 2013 1-20f 2 ftems 1 .
\ objects through AOI. /
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