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Secret Agents of intelliOrg Message sent to the only 
available agent 

The organization is no longer 
accessible and other agents need 

the message 

Requirements 
 

• Dynamic  set of agents 
• Agents do not know each other 
• Obtain messages from other agents 
• Use public network 
• Requester and provider anonymity 

 
 

Hierarchical Identity Based Encryption 
 
 
 
 
 
 
 
 

Proposed Scheme 
 
 
 
 
 
 
 
 
 
 
 
 
 

Group Membership Changes 
                  Master key = K 
                  𝐾𝑝𝑟𝑖𝑣 𝐴𝑔𝑒𝑛𝑡 =  𝒈𝟐

𝑲∙ (𝑨𝒓),  𝐵𝑟 , 𝐶𝑟   

                  Generate a fresh master key = 𝑲′ 
                  Regenerate  𝐾𝑝𝑟𝑖𝑣 𝐴𝑔𝑒𝑛𝑡𝑖  of all agents 
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• 𝑰𝑫𝒓 is the request for data 
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