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LiveDM: Kernel Malware Analysis with Un-tampered and

State-of-the-art Memory Mapping
* Kernel object maps are built by recursively traversing
pointer connections starting from static objects. (Type-
projection Mapping)
* Maps are subject to pointer manipulation.
* Asynchronous due to its base on memory snapshots
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Kernel memory view is subject to malware manipulation.

Applications of Allocation-driven Mapping
* Un-tampered view
Systematic detection of kernel data hiding attacks

* Temporal view
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Temporal Views of Dynamic Kernel Memory
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Allocation-driven Mapping Approach
* Kernel objects are identified by transparently capturing
kernel memory function calls.
* Memory ranges are extracted from function arguments
and return values.
* Call stack information is used to derive data types.
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Detection of Rootkit Attacks Hiding Kernel Objects
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