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WHAT
•Risk assessment is the first step in 
risk management, a structured 
approach to risk mitigation
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approach to risk mitigation
•Strategies

•Transfer the risk
•Avoid the risk
•Reduce negative impact of risk-
events
•Accepting consequences of risk

•Applied to a computer network, 

HOW
•Use dedicated assessment 
machine (usually laptop for 
portability)
•Software tools

•GFI Languard
•Nessus
iI t
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risk assessment entails the building 
of a network map, including a list of 
all resources attached to the 
network
•From that map, risks (such as 
open ports, gaps in the firewall, 
etc.) can be found and managed

•iInventory
•All scans are safe-scans--no 
vulnerabilities are exploited

WHEN
E h h ld d l

WHY
•Accurate risk-assessment is first 
step toward safeguarding the 
network
•Also provides current machine 
inventory

•Each company should develop a 
policy

•Time-based (i.e. once per year, 
every six months, etc.)
•Event-based (i.e. adding new 
server, add new desktop 
machine)

inventory
•OS version
•Patch levels
•Software
•Open ports by machine
•Running services
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