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The Botnet Threat

Caveat: see [Herley&Florencio, WIES’09]
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Detecting Botnets

• Traditional NIDS approaches
• Signature-based
• Anomaly detection
• Protocol analysis
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Detecting Botnets

• Traditional NIDS approaches
• Signature-based
• Anomaly detection
• Protocol analysis

• Fail on modern attacks
• Zero-day & polymorphic exploits
• Hide anomalous activity in the crowd
• Use encryption

FAIL
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Traffic Analysis

•Analyze communication side 
information

•Packet headers, sizes, counts, 
timings

•Derive useful information
•Who is talking to whom
•What kind of information 
traffic is carrying
•Whether two 
communications are correlated
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Traffic Analysis

•History
•Initially used by intelligence 
community (SIGINT)
•Anonymous communication 
research
•Security community
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Outline

• Introduction
• Finding linked flows: stepping stones and 

watermarks
• RAINBOW
• SWIRL

• Detecting communities: isolating P2P botnets
• BotGrep

• Conclusions
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Attack Attribution

IDS
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6



6

Attack Attribution

IDS

Enterprise Network

Attack from 
1.2.3.4

Internet

6



6

Attack Attribution

IDS

Enterprise Network

Attack from 
1.2.3.4

Internet

IP: 1.2.3.4

6



6

Attack Attribution

IDS

Enterprise Network

Attack from 
1.2.3.4

Internet

IP: 1.2.3.4

6



6

Attack Attribution

IDS

Enterprise Network

Attack from 
1.2.3.4

IP: 5.6.7.8

Internet

IP: 1.2.3.4

6



7

Stepping Stone Detection

IP: 5.6.7.8

Internet

IP: 1.2.3.4

7



7

Stepping Stone Detection

IP: 5.6.7.8

Internet

IP: 1.2.3.4

7



7

Stepping Stone Detection

IP: 5.6.7.8

Internet

IP: 1.2.3.4

7



8

Stepping Stone Detection

IP: 5.6.7.8

Internet

IP: 1.2.3.4

8



9

Stepping Stone Detection

IP: 5.6.7.8

Internet

IP: 1.2.3.4

9



9

Stepping Stone Detection

IP: 5.6.7.8

Internet

IP: 1.2.3.4

•Correlation
•Watermark
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RAINBOW	
  [NDSS’09]
�Goal:

�Low	
  distortion	
  –	
  do	
  not	
  interfere	
  with	
  legitimate	
  users
�Invisibility	
  –	
  resist	
  detection
�Robustness	
  –	
  survive	
  network	
  jitter,	
  repacketization,	
  …

�Non-­‐goals:
�Active	
  robustness	
  –	
  survive	
  attacker	
  countermeasure
�Blind	
  detection	
  –	
  no	
  communication	
  b/w	
  watermarker	
  &	
  
detector
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RAINBOW	
  approach
�Generate	
  a	
  pseudo-­‐random	
  sequence

�b	
  =	
  0,1,0,0,1,1,1,0,1,0,…
�Based	
  on	
  a	
  secret	
  seed	
  s

�Adjust	
  inter-­‐packet	
  delays	
  by:
�wi	
  =	
  +a	
  if	
  bi	
  =	
  1
�wi	
  =	
  -­‐a	
  if	
  bi	
  =	
  0

�Sequence	
  is	
  biased	
  such	
  that

�a	
  is	
  comparable	
  to	
  network	
  jitter	
  (5-­‐10ms)
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Performance	
  (analysis)
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ImplementaBon	
  Results
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RAINBOW	
  ApplicaBons
�Enterprise	
  with	
  one	
  border	
  gateway

�IPD	
  database	
  can	
  fit	
  into	
  a	
  few	
  GB	
  of	
  RAM
�Enterprise	
  with	
  several	
  border	
  gateways

�Must	
  communicate	
  IPDs	
  (in	
  near	
  real-­‐time)
�Overhead	
  can	
  be	
  high

�Large	
  ISP?
�Not	
  practical
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SWIRL
�Blind	
  watermark
�Approach:

�Interval-­‐based	
  watermarks	
  for	
  blind	
  detection,	
  robustness
�Data-­‐dependent	
  watermark	
  to	
  avoid	
  multi-­‐flow	
  attacks
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Set	
  up
�For	
  each	
  watermark	
  bit,	
  define	
  base	
  and	
  mark	
  intervals
�Base	
  interval	
  is	
  left	
  unmodified
�Mark	
  interval	
  is	
  watermarked,	
  using	
  a	
  pattern	
  dependent	
  
on	
  base	
  interval
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Base	
  interval
�Compute	
  packet	
  centroid

�Convert	
  it	
  to	
  a	
  number	
  in	
  [0,n-­‐1]

�Use	
  shared	
  secret	
  key	
  s	
  to	
  compute	
  mark	
  index	
  m
�m	
  	
  =	
  b*s	
  (mod	
  n)
�gcd(s,n)	
  =	
  1
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Mark	
  Intervals
�Split	
  into	
  r*n	
  sub-­‐intervals
�All	
  traffic	
  moved	
  to	
  intervals	
  k	
  =	
  m	
  (mod	
  n)

�Note:	
  only	
  works	
  with	
  sparse	
  traffic
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Comparison	
  with	
  RAINBOW
�Similar:

�Resilience	
  to	
  robustness
�Error	
  rates

�Different:
�Needs	
  larger	
  flows	
  to	
  watermark	
  (about	
  10x)
�Much	
  faster	
  detection	
  (O(n)	
  instead	
  of	
  O(n2))
�O(1)	
  communication
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Botnets

20

�Coordinated	
  attack	
  
platforms

�Thousands	
  to	
  millions(?)	
  of	
  
nodes

�Source	
  of	
  most	
  spam
�Also	
  DDoS,	
  …
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Botnet	
  detecBon
�Misuse	
  detection

�0-­‐day,	
  partitioned	
  misuse
�Anomaly	
  detection

�Each	
  individual	
  bot	
  can	
  fly	
  under	
  the	
  radar
�Clustering

�Find	
  similar,	
  suspicious	
  behavior	
  among	
  hosts
�Communication
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P2P	
  CommunicaBon
�Botnets	
  are	
  going	
  P2P

�No	
  central	
  nodes	
  to	
  find,	
  attack
�Efficient	
  communication	
  from	
  any	
  point	
  to	
  another
�Resilient	
  to	
  churn

�Structured	
  P2P	
  networks	
  (e.g.,	
  Chord,	
  Kademlia)
�Low	
  node	
  degree
�High	
  expansion

�Detection
�Local	
  behavior	
  unremarkable
�Global	
  communication	
  patterns	
  detectable
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Peer	
  into	
  the	
  cloud
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(a) Abilene
Topology |VB| % FP % FN % Detected
de Bruijn 100 0.00 2.00 98.00

1000 0.01 2.40 97.60
10000 0.12 2.35 97.65

Kademlia 100 0.00 3.20 97.80
1000 0.01 2.48 98.52
10000 0.10 2.12 97.88

Chord 100 0.00 3.00 97.00
1000 0.01 2.32 97.68
10000 0.08 1.94 98.06

LEET-Chord 100 0.00 3.00 97.00
1000 0.03 1.60 98.40
10000 0.42 1.00 99.00

(b) CAIDA
Topology |VB| % FP % FN % Detected
de Bruijn 1000 0.00 1.80 98.20

10000 0.01 0.93 99.07
100000 0.09 0.67 99.33

Kademlia 1000 0.00 2.10 97.90
10000 0.01 0.80 99.20
100000 0.19 0.17 99.83

Chord 1000 0.00 2.20 97.80
10000 0.01 0.48 99.52
100000 0.06 0.46 99.54

LEET-Chord 1000 0.00 0.40 99.60
10000 0.02 0.48 99.52

Table 3: Detection and error rates of inference for (a) Abilene and (b) CAIDA communication graphs

(a) CAIDA 30M
Topology |VB| % FP % FN % Detected
de Bruijn 100000 0.01 0.8 99.20
Kademlia 100000 0.01 0.4 99.60
Chord 100000 0.01 0.4 99.60

(b) Leveraging Honeynets - CAIDA
Topology |VB| % FP % FN % Detected
de Bruijn 100000 0.04 0.8 99.20
Kademlia 100000 0.05 0.4 99.60
Chord 100000 0.04 0.4 99.60

Table 4: Detection and error rates of inference (a) for CAIDA 30M (b) when leveraging Honeynets for CAIDA.

get a rough sense of performance on much larger back-
ground graphs, we also build a “scaled up” version of
the CAIDA graph containing 30 million hosts while re-
taining the statistical properties of the CAIDA graph. To
scale up the CAIDA graph Gc by a factor of k, we make
k copies of Gc, namely G1 . . .Gk with vertex sets V1 . . .Vk
and edge sets E1 . . .Ek. Note that for each edge (p,q) in
Er, we have a corresponding edge in each copy G1 . . .Gk,
we refer to these as (p1,q1) . . .(pk,qk). We then compute
the graph disjoint union over them as GS(VS,ES) where
VS = (V1 ∪V2 · · · ∪Vk and ES = E1 ∪E2 · · · ∪Ek). Next,
we randomly select a fraction of links from ES to ob-
tain a set of edges Er that we shall rewire. As a heuris-
tic, we set the number of links selected for rewiring to
|Er| = k

�
N log(N) where N is the number of nodes in

the CAIDA graph Gc. For each edge (p,q) in Er we
wish to rewire, we choose two random numbers a and
b (1≤ a,b≤ k) and rewire edges (pa,qa) and (pb,qb) to
(pa,qb) and (pb,qa) such that dpa = dpb and dqa = dqb .
This edge rewiring ensures that (a) the degree of all
four nodes pa,qa,pb and qb remains unchanged, (b) the
joint degree distribution P(d1,d2) – the probability that
an edge connects d1 and d2 degree nodes remains un-
changed, and (c) P(d1,d2, . . .dl) remains unchanged as
well, where l is the number of unique degree values that
nodes in Gc can take.

Overall, we found that BotGrep scales well with net-
work size, with performance remaining stable as network
size increases. For example, in the CAIDA dataset with
a background graph of size 3.8 million hosts, the false
positive rate for the de Bruijn topology of size 100000
is 0.09% (shown in Table 3b), while for the scaled up
30 million node CAIDA topology, this rate is 0.01 (Ta-
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Figure 4: Number of visible botnet links, as a function of num-
ber of most-affected ASes contributing views.

ble 4(a)). Observe that the false positive rate has de-
creased by a factor of 9, which is approximately equal
to the scale up factor between the two topologies, indi-
cating the the actual number of false positives remains
the same. This indicates that the number of false posi-
tives depend on botnet size and not the background graph
size.
Effect of reduced visibility: In the experiments we
have performed so far, the embedded structured graph Gp
is present in its entirety. However, just as GD is obtained
by sampling Internet or enterprise traffic, only a subset of
botnet control traffic will actually be available to us. It is
therefore important to evaluate how well our algorithms
work with graphs where only a fraction of the structured
subgraph edges are known. To study this, we evalu-
ate performance of our scheme when deployed at only
a subset of ISPs in the Internet. To do this, we collected
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Mixing	
  Times
�Can	
  model	
  random	
  walk	
  on	
  a	
  graph	
  as	
  Markov	
  chain

�pi	
  =	
  probability	
  of	
  being	
  at	
  node	
  I
�p’	
  =	
  Tp,	
  where	
  T	
  is	
  the	
  Laplacian	
  of	
  the	
  graph
� lim	
  n-­‐>∞	
  Tn	
  p	
  =	
  π	
  –	
  stationary	
  distribution

�Mixing	
  time:	
  speed	
  of	
  convergence	
  to	
  stationary	
  
distribution
�(most)	
  Structured	
  P2P	
  networks	
  have	
  fast	
  mixing	
  times
�Mixing	
  time	
  related	
  to	
  conductance,	
  bisection	
  width	
  (lack	
  
of	
  a	
  small	
  cut)	
  –	
  desirable	
  properties
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Graph	
  Search
�Goal:	
  find	
  subgraph	
  G’	
  of	
  G	
  that	
  is	
  fast-­‐mixing

�|G’|	
  =	
  1K	
  to	
  1M,	
  |G|	
  =	
  100M+
�Must	
  use	
  sampling

�Initial	
  pre-­‐filtering	
  step
�Clustering	
  of	
  similar	
  nodes	
  (regular	
  patterns)

�Recursive	
  partitioning
�Low-­‐conductance	
  cuts
�Use	
  Markov-­‐chain	
  Monte	
  Carlo	
  sampling	
  techniques	
  from	
  
SybilLimit	
  [NDSS’08]
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Pre-­‐filtering
�Perform	
  short	
  random	
  walk	
  (O
(log	
  n))

�Cluster	
  nodes	
  by	
  probability
�Normalize	
  by	
  node	
  degree
�Use	
  k-­‐means	
  (or	
  X-­‐means)

�Analyze	
  each	
  cluster	
  separately
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ParBBoning
�Find	
  a	
  low-­‐conductance	
  cut

�Sample	
  partitions	
  X	
  and	
  Xc	
  with	
  
|X|	
  >	
  |Xc|

�Use	
  MCMC	
  to	
  find	
  low-­‐
conductance	
  cut
� P(X,	
  Xc)	
  =	
  conductance(X,	
  Xc)
� Generate	
  samples	
  according	
  to	
  P

�Find	
  marginal	
  probability	
  v	
  in	
  Xc

�Make	
  cut	
  based	
  on	
  probability	
  threshold
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ValidaBon	
  Tests
�Heuristics	
  to	
  decide	
  when	
  we’re	
  done

�Conductance	
  of	
  cut	
  too	
  high
�Heuristics	
  to	
  decide	
  if	
  partition	
  is	
  P2P

�Degree	
  homogeneity
�Fast	
  mixing
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Results,	
  Tier-­‐1	
  ISPs
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Topology |V| %FP %Detected
deBruijn 1000

10000
100000

0.00
0.00
0.12

97.30	
  
95.78
98.26

Kademlia 1000
10000

100000

0.00
0.01
0.09

99.50
99.70
99.47

Chord 1000
10000

100000

0.00
0.01
0.06

99.60
99.35
94.64

30



Nikita	
  Borisov,	
  U.	
  Illinois

Stealth	
  Approaches
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Topology |V| %FP %Detected
Chord 1000

10000
100000

0.00
0.01
0.08

97.80
97.68
98.06

LEET-­‐Chord 1000
10000

100000

0.00
0.03
0.42

97.00
98.40
99.00
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Topology |V| %FP %Detected
Chord 1000

10000
100000

0.00
0.01
0.08

97.80
97.68
98.06

LEET-­‐Chord 1000
10000

100000

0.00
0.03
0.42

97.00
98.40
99.00
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Privacy-­‐preserving	
  algorithms
�Central	
  algorithm:	
  random	
  walk

�Can	
  be	
  modeled	
  as	
  a	
  multiplication	
  of	
  vector	
  by	
  (sparse)	
  
matrix

�Use	
  Paillier	
  homomorphism	
  to	
  keep	
  vector	
  encrypted	
  and	
  
multiply	
  encrypted	
  vector	
  (p)	
  by	
  plaintext	
  matrix	
  (T)

�Performance
�O(|E|)	
  homomorphic	
  encryptions
�Approx.	
  10M	
  CPU-­‐seconds	
  for	
  given	
  parameters
�Embarassingly	
  parallel
�Can	
  use	
  faster	
  algorithms	
  for	
  deltas
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Recognizing	
  Misbehavior
�Start	
  with	
  a	
  honeynet	
  seed

�Identify	
  P2P	
  network	
  containing	
  
honeynet	
  nodes

�Use	
  anomaly	
  /	
  misbehavior	
  
detection
�Statistical	
  significance	
  test
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Conclusions
�Traffic	
  analysis	
  can	
  be	
  a	
  useful	
  security	
  tool

�Watermarks	
  for	
  stepping	
  stone	
  detection
�Community	
  detection	
  for	
  botnets

�In-­‐network	
  defenses	
  open	
  new	
  possibilities
�May	
  be	
  the	
  only	
  way	
  to	
  defend	
  against	
  current	
  attacks
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